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DEFINITIONS
	UK GDPR
	means the retained EU law version of the General Data Protection Regulation ((EU) 2016/679).

	Data Protection Lead
	means the Director. 

	Record of Processing Activities 
	means a register of all systems or contexts in which personal data is processed by the Charity. 


[bookmark: _rmom9bimq30r]
1. INTRODUCTION 
[bookmark: _Hlk204248236][bookmark: _Hlk204871874]This policy applies to Society of Agriculture, a charitable incorporated organisation registered in England and Wales with Charity Commission number: 1212403 (Charity). 
[bookmark: a848871]The charitable objects of the Charity are:
To advance the education of the public in the subject of Agricultural Management and Operation by such charitable means as the trustees in their discretion think fit, particularly but not exclusively by:
(a) Maintaining and improving the standards and practice of Agricultural Management and Operation;
(b) Promoting all aspects of Agricultural Management and Operation, especially in the United Kingdom of Great Britian and Northern Ireland;
(c) Encouraging the study of Agricultural Management and Operation;
“Agricultural Management and Operation” includes but is not limited to all aspects of the science, production, conservation, amenity, economics and art of managing, marketing, consulting about and otherwise supporting the management and operation of agriculture and related rural businesses, their products and services. (Objects).
1.1 [bookmark: _Hlk204871884]The Charity is governed by the charity trustees of the Charity (Charity Trustees) who have a duty, acting at all times in the best interests of the Charity, to apply the Charity’s assets to advance the Objects and have ultimate responsibility for all grant-making decisions.
2. BACKGROUND
2.1 Data protection is an important legal compliance issue for the Charity. During the course of the Charity's activities it collects, stores and processes personal data about members, staff, Charity Trustees, beneficiaries, stakeholders, its contractors and other third parties (in a manner more fully detailed in the Charity’s Privacy Policy). The Charity, as data “controller”, is liable for the actions of its staff and Charity Trustees in how they handle data. It is therefore an area where all staff have a part to play in ensuring we comply with and are mindful of our legal obligations, whether that personal data handling is sensitive or routine.
2.2 If you are a volunteer or contractor, you will be a data controller in your own right, but the same legal regime and best practice standards set out in this policy will apply to you by law.
3. DATA PROTECTION PRINCIPLES
3.1 The Charity is committed to processing data in accordance with its responsibilities under the UK GDPR. 
3.2 Article 5 of the UK GDPR requires that personal data shall be:
(a) processed lawfully, fairly and in a transparent manner in relation to individuals;
(b) collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall not be considered to be incompatible with the initial purposes;
(c) adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed;
(d) accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay;
(e) kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes subject to implementation of the appropriate technical and organisational measures required by the UK GDPR in order to safeguard the rights and freedoms of individuals; and
(f) processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures.”
3.3 The UK GDPR's broader 'accountability' principle also requires that the Charity not only processes personal data in a fair and legal manner but that we are also able to demonstrate that our processing is lawful.  This involves, among other things:
(a) keeping records of our data processing activities, including by way of logs and policies;
(b) documenting significant decisions and assessments about how we use personal data (including via formal risk assessment documents called Data Protection Impact Assessments (DPIA)); and
(c) generally having an 'audit trail' vis-à-vis data protection and privacy matters, including for example when and how our Privacy Notice(s) were updated; when staff training was undertaken; how and when any data protection consents were collected from individuals; how personal data breaches were dealt with, whether or not reported (and to whom), etc. 
4. [bookmark: _fc5gzqehz3ij]GENERAL PROVISIONS
4.1 This policy applies to all personal data processed by the Charity. 
4.2 The Data Protection Lead (or DPO) shall take responsibility for the Charity’s ongoing compliance with this policy. 
4.3 This policy shall be reviewed annually or sooner when required. 
4.4 The Charity shall register with the Information Commissioner’s Office as an organisation that processes personal data. 
5. [bookmark: _v7qymv8hp0gg]LAWFUL, FAIR AND TRANSPARENT PROCESSING 
5.1 To ensure its processing of data is lawful, fair and transparent, the Charity shall maintain a Record of Processing Activities. 
5.2 The Record of Processing Activities shall be reviewed at least annually. 
5.3 Individuals have a non-absolute right to access their personal data and make other requests in relation to their data. Any such requests made to the Charity shall be dealt with in a timely manner and in accordance with data protection law. 
6. [bookmark: _oz341whevwr0]LAWFUL PURPOSES
6.1 All data processed by the Charity must be done on one of the following lawful bases: consent, contract, legal obligation, vital interests, public task or legitimate interests (see ICO guidance for more information). 
6.2 The Charity shall note the appropriate lawful basis in the Record of Processing Activities.
6.3 Where consent is relied upon as a lawful basis for processing data, evidence of opt-in consent shall be kept with the personal data. At the time consent is sought individuals will be told that they can withdraw their consent at any time. 
6.4 Where communications are sent to individuals based on their consent, the option for the individual to revoke their consent should be clearly available and systems should be in place to ensure such revocation is reflected accurately in the Charity’s systems.  
7. [bookmark: _1iq7rjqlje2v]DATA MINIMISATION
7.1 The Charity shall ensure that personal data are adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed. 
8. [bookmark: _bkwsqo6gr3nc]ACCURACY
8.1 The Charity shall take reasonable steps to ensure personal data is accurate. 
8.2 Where necessary for the lawful basis on which data is processed, steps shall be put in place to ensure that personal data is kept up to date. 
9. [bookmark: _893ssflhrxil]ARCHIVING / REMOVAL
9.1 To ensure that personal data is kept for no longer than necessary, the Charity shall put in place an retention schedule for each area in which personal data is processed and review this process annually. 
9.2 The retention schedule shall consider what data should/must be retained, for how long, and why. 
10. [bookmark: _vqi3sa1963hz]SECURITY
10.1 The Charity shall ensure that personal data is stored securely using modern software that is kept-up-to-date.  
10.2 Access to personal data shall be limited to personnel who need access and appropriate security should be in place to avoid unauthorised sharing of information. 
10.3 When personal data is deleted this should be done safely such that the data is irrecoverable. 
10.4 Appropriate back-up and disaster recovery solutions shall be in place. 
11. [bookmark: _mblk3j3c3czg]Breach
11.1 In the event of a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data, the Charity shall promptly assess the risk to people’s rights and freedoms and if appropriate report this breach to the ICO (more information on the ICO website). 
11.2 In addition, the Charity must notify individuals affected if the breach is likely to result in a "high risk" to their rights and freedoms. In any event, the Charity must keep a record of any personal data breaches, regardless of whether we need to notify the ICO. If staff become aware of a personal data breach they must notify the Data Protection Lead. If staff are in any doubt as to whether to report something internally, it is always best to do so. A personal data breach may be serious, or it may be minor; and it may involve fault or not; but the Charity always needs to know about them to make a decision. 
12. SHARING PERSONAL DATA
12.1 What is Data Sharing?
Data sharing in this context refers to the disclosure of personal data by the Charity to anyone outside the Charity i.e. sharing with third parties (e.g. to a third party organisation, an individual consultant, a commercial partner or a service provider) whether as a separate data controller or as a data processor.
12.2 Will the Charity share personal data with third parties?
The Charity may be able to share personal data with third parties, but only under certain conditions. These are where:
· Sharing is necessary for a legitimate purpose
· It is not illegal otherwise e.g. because of confidentiality provisions
· We have told people, or are going to tell them before the sharing, that we will be sharing their data
· We are going to share the minimum that is necessary for the purpose of the sharing
· We enter into data sharing/processing agreement with the third party as appropriate.
We require all third parties to respect the security of personal data and to treat it in accordance with the law. We do not allow our third-party service providers to use personal data for their own purposes and only permit them to process personal data for specified purposes and in accordance with our instructions. 
12.3 Transferring data outside of the UK
Whenever we transfer personal data out of the UK, we ensure a similar degree of protection is afforded to it by ensuring at least one of the following safeguards is implemented: 
· We will only transfer personal data to countries that have been deemed to provide an adequate level of protection for personal data. 
· Where we use certain service providers, we may use specific contracts approved for use in the UK which gives personal data the same protection it has in the UK. 
We may transfer personal data outside the UK when this data is stored via Microsoft Teams. Further information on this can be found in Microsoft Teams’ privacy notice. 
Please contact us if you want further information on the specific mechanism used by us when transferring personal data out of the UK.
13. DATA SUBJECT’S RIGHTS
13.1 In addition to the Charity’s responsibilities when processing personal data, individuals have certain specific rights, perhaps most significantly that of access to their personal data held by a controller (i.e. the Charity). This is known as the 'subject access right' (or the right to make 'subject access requests'). Such a request must be dealt with promptly and does not need any formality, nor to refer to the correct legislation. If you become aware of a subject access request (or indeed any communication from an individual about their personal data), you must tell the Data Protection Lead as soon as possible.
13.2 Individuals also have legal rights to:
(a) require us to correct the personal data we hold about them if it is inaccurate;
(b) request that we erase their personal data (in certain circumstances);
(c) request that we restrict our data processing activities (in certain circumstances);
(d) receive from us the personal data we hold about them for the purpose of transmitting it in a commonly used format to another data controller; and
(e) object, on grounds relating to their particular situation, to any of our particular processing activities where the individual feels this has a disproportionate impact on them.
13.3 None of the above rights for individuals are unqualified and exceptions may well apply. However, certain rights are absolute and must be respected, specifically the right to:
13.4 object to automated individual decision-making, including profiling (i.e. where a significant decision is made about the individual without human intervention);
(a) object to direct marketing; and
(b) withdraw one’s consent where we are relying on it for processing their personal data (without affecting the lawfulness of processing carried out prior to that point in reliance on consent, or of any processing carried out on some other legal basis other than consent).
13.5 In any event, however, if you receive a request from an individual who is purporting to exercise one or more of their data protection rights, you must tell the Data Protection Lead as soon as possible.
13.6 Fee 
Requestors will not have to pay a fee to access their personal data (or to exercise any of the other rights). However, we may charge a reasonable fee if the request is clearly unfounded, repetitive, or excessive. We may also charge to provide the requestor with further copies of their data after already receiving a copy. Alternatively, we could refuse to comply with the request in these circumstances. 
13.7 Additional information required 
We may need to request specific information from individuals exercising their data rights to help us confirm their identity and ensure their right to access personal data (or to exercise any other rights). This is a security measure to ensure that personal data is not disclosed to any person who has no right to receive it. We may also contact requestors to ask for further information in relation to their request to speed up our response.
13.8 Timeframe to respond 
We try to respond to all legitimate requests within one month in line with data protection law. Occasionally it could take us longer than a month if the request is particularly complex or the requestor has made a number of requests. In this case, we will notify the requestor and keep them updated. We will not exceed 3 months in total to respond to a request.
14. PROCESSING OF FINANCIAL / CREDIT CARD DATA
The Charity complies with the requirements of the PCI Data Security Standard (PCI DSS). Staff who are required to process credit card data must ensure that they are aware of and comply with the most up to date PCI DSS requirements. If you are unsure in this regard please seek further guidance from the Director. Other categories of financial information, including bank details and salary, or information commonly used in identity theft (such as national insurance numbers or passport details) may not be treated as legally sensitive but can have material impact on individuals and should be handled accordingly.
15. REVIEW 
15.1 This policy will be reviewed by the Charity Trustees at least annually, although the Charity Trustees will monitor conflicts of interest throughout the year as part of the normal monitoring processes.  
15.2 The Charity Trustees may vary the terms of this policy from time to time. 

This policy has been approved for issue by the board of Charity Trustees:

Signature....................................................................................................(Chair)
Name....................................................................................................................
Date......................................................................................................................

Review date: Annually
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